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 The era of technological disruption has profoundly transformed various 
aspects of human life, including civic education. Rapid advances in digital 
technology require citizens not only to adapt but also to develop strong digital 
literacy to participate critically and responsibly in the digital public sphere. 
This study examines the role of digital literacy as a form of civic education in the 
era of technological disruption and explores its contribution to strengthening 
responsibility, legal awareness, and media ethics. A qualitative literature 
review was conducted by analyzing relevant national and international 
scholarly publications published between 2020 and 2025. The findings indicate 
that digital literacy extends beyond technical competence, serving as a moral 
and social foundation that enables citizens to think critically, participate 
actively, and act ethically in digital environments. Integrating digital literacy 
into civic education enhances democratic awareness, encourages meaningful 
civic participation, and reduces the misuse of digital technologies, including 
the spread of misinformation and hate speech. These findings highlight the 
strategic importance of digital literacy-based civic education in preparing 
citizens to respond effectively to the challenges of technological disruption. 
Strengthening digital literacy within civic education is therefore essential for 
fostering adaptive, responsible, and ethical citizens capable of contributing 
to democratic and inclusive digital societies. 
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Introduction 

The development of digital technology in 
the era of disruption has brought fundamental 
changes to all aspects of human life. Digital 
transformation has given rise to various new 
innovations such as artificial intelligence, 
cloud computing, social media, and online 
learning platforms that have drastically 
changed the way people work, interact, and 
learn. This phenomenon is known as the 
era of disruption because it has replaced 
various old systems with new, technology-
based systems. The positive impacts are very 
noticeable, with learning processes becoming 
more flexible, communication faster, and 
access to information becoming more open. 
However, on the other hand, this change 
also presents various serious challenges 
such as the spread of false information 
(hoaxes), a decline in the quality of social 
interactions, violations of digital ethics, and 
the emergence of inequality in technological 
access (Saputra & Siddiq, 2020). Amidst this 
reality, the ability to use, understand, and 
critically evaluate digital information has 
become a primary need for every citizen. 
This ability is known as digital literacy, 
and in the context of modern citizenship, 
digital literacy is part of the effort to shape 
intelligent, ethical, and responsible citizens 
in cyberspace. 

Civics education has a significant 
responsibility  in  instilling  the  values 
of nationality, democracy, and social 
responsibility amidst globalization and 
technological advancement. Previously, 
civics education focused more on normative 
and conceptual learning, emphasizing 
knowledge of the rights and obligations 
of citizens. However, this role must now 
be expanded to encompass the digital 
dimension, where citizens are active not 
only in physical public spaces but also in 
virtual ones. Wulandari et al., (2020) 
explains that integrating digital literacy into 
civics learning is a crucial step in fostering 
critical awareness of information circulating 
on social media and instilling ethics in 
digital communication. Civics education in 
the era of disruption needs to foster critical 
thinking skills, objectively understand 
information, and shape the character of 
responsible citizens in all their digital 
actions. Thus, digital literacy is not only the 
technical skills of using devices but also part 
of the moral identity of citizens in the 21st 
century. 

Digital literacy as an educational concept 
does not stand alone but is rooted in basic 
civic values such as legal awareness, social 
responsibility, and active participation in 
democratic life. Bećirović (2023) emphasizes 
that the development of digital pedagogy 
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is a crucial step in integrating technology 
with national values education. Fenech & 
Zammit (2025) also state that digital literacy 
helps citizens understand the social impact 
of technology use on personal and societal 
well-being. Meanwhile, von Gillern et 
al., (2024) emphasize that digital literacy 
education needs to be directed at developing 
digital citizens who possess social empathy, 
media ethics, and a sense of responsibility 
towards fellow internet users. This approach 
focuses not only on technical skills but also 
on the moral and humanitarian aspects that 
are at the core of civic education. In a global 
context, digital literacy is also recognized by 
UNESCO as a 21st-century core competency 
that every individual must possess to actively 
participate in an inclusive and democratic 
information society. 

In line with this view, Bombardelli (2021) 
states that digital literacy is closely linked to 
the concept of lifelong learning. This means 
that digital skills should not stop at technical 
mastery in school but must be continuously 
developed through experience and social 
participation in society. Digital literacy-
based citizenship education will help citizens 
understand the social dynamics that occur 
in cyberspace while strengthening reflective 
skills in making ethical decisions. Research 
(Tejedor et al., 2020a) shows that integrating 
digital literacy into higher education can 
increase student engagement and strengthen 
civic awareness in online environments. 
This suggests that digital literacy can be an 
effective medium for instilling participatory, 
critical, and democratic values in young 
people growing up amidst the development 
of information technology. 

However,  most  research  discussing 
digital literacy still focuses on technical and 
pedagogical skills, with few comprehensively 
examining it from a civics perspective. 
Romero (2024) emphasized that modern 
civics learning needs to be designed with 

creative approaches such as design thinking 
to encourage students to create innovative 
solutions to social problems in the digital 
world. Meanwhile, Islamia & Rahman Arif 
(2024) found that the digital literacy levels 
of Indonesian students are still diverse and 
tend to be low in aspects of critical thinking, 
ethical awareness, and social responsibility. 
This condition is reinforced by Pertiwi 
(2022), which show that low digital literacy 
skills among adolescents can trigger 
negative behavior on social media, such as 
the spread of hoaxes, intolerance, and hate 
speech. These facts indicate a gap between 
technological advances and citizens' moral 
readiness to deal with them. Therefore, the 
urgency of strengthening digital literacy in 
civics education is increasingly apparent, 
especially in building the character of the 
younger generation so that they are not 
only digitally savvy but also ethical and 
responsible in using technology. 

Another study supporting the importance 
of strengthening digital literacy in civics 
learning was conducted by Panjaburee et 
al. (2024), who showed that game -based 
learning can increase student participation 
and understanding of digital citizenship 
concepts. Hrytsenchuk et al. (2024) also 
found that the use of digital educational 
hubs contributes to more interactive and 
sustainable civics learning. Furthermore, a 
study entitled “'Smart Mobile Civic' Based 
on the Project Citizen Model as an Effort to 
Optimize Citizenship Learning in the 
Independent Campus Era” (2022) confirmed 
that the implementation of the digital 
technology-based Project Citizen model can 
optimize civics learning in the independent 
campus era, as it allows students to directly 
participate in creative, technology-based 
social problem-solving. All of these studies 
indicate that the integration of digital literacy 
in civics education can be a strategic step in 
strengthening civic engagement and civic 
responsibility among modern society. 
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The Indonesian context presents unique 
challenges in strengthening digital literacy. 
According to data from the Ministry of 
Communication and Informatics, the 
digital literacy level of Indonesians remains 
moderate, particularly in digital security 
and media ethics. This demonstrates the 
need for systematic efforts to foster digital 
awareness through both formal and non-
formal education. Civic education can play a 
crucial role in this regard, as it encompasses 
moral values, ethics, and social responsibility 
that can serve as the foundation for building 
a healthy digital culture. In an increasingly 
digitally connected society, the ability to think 
critically, respect diversity, and maintain 
good manners in online communication 
are integral to civic responsibility. Digital 
literacy, therefore, serves not only as an 
academic skill but also as a moral foundation 
for citizens to actively participate wisely in 
social and national life in the digital age 
(Vargas-Murillo et al., 2024). 

Based on  these various  studies,  this 
article aims to analyze and describe the role 
of digital literacy as a form of citizenship 
education in the era of technological 
disruption. This study highlights how 
digital literacy can strengthen citizenship 
values such as social responsibility, legal 
awareness, and digital communication ethics 
in the virtual public space. Furthermore, 
this article also discusses how citizenship 
education, whether through formal, non-
formal, or informal channels, can play a 
role in shaping citizens who are adaptive 
to technological developments while also 
rooted in national values. Prensky (2001) 
emphasized that young people living in the 
digital era must be equipped with the ability 
to become reflective learners who not only 
consume technology but also are able to use 
it for social and humanitarian purposes. 
Therefore, digital literacy is not just a tool, 
but also a means of forming the character of 
modern citizens who are able to maintain 

national values amidst the rapid flow of 
globalization and technological disruption. 

Based on the above description, the 
problem formulation that is the focus of this 
article covers three main points. First, how 
does digital literacy play a role in citizenship 
education in the era of technological 
disruption? Second, how can citizenship 
education integrate the values of digital 
citizenship to shape the character of critical, 
ethical, and responsible citizens? Third, 
what are the implications of strengthening 
digital literacy for the formation of adaptive, 
democratic, and competitive citizens amidst 
the current of globalization? Through the 
discussion of these problem formulations, 
this article is expected to provide a conceptual 
contribution to the development of 
citizenship education that is contextualized 
with technological developments, while 
also encouraging the real implementation 
of digital literacy in an effort to build an 
intelligent and cultured society in the digital 
era. 

 

Method 
This   study employed  a  qualitative 

approach  using  a   literature review 
method to examine theories, concepts, and 
previous research related to digital literacy 
and citizenship education in the era of 
technological disruption. This approach was 
chosen because it aligned with the research 
focus, which  emphasized conceptual 
analysis rather than empirical data collection. 
As noted by Ke (2020), qualitative research 
enabled  researchers to interpret social 
phenomena through the analysis of scientific 
texts, providing a deeper understanding of 
relationships between concepts. Therefore, 
the literature review method was considered 
appropriate to explain the role of digital 
literacy as a form of modern civic education. 
The research design was conceptually 
descriptive,  focusing  on  collecting  and 
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analyzing relevant literature to connect 
theoretical perspectives with current 
phenomena. The study referred to prior 
research, such as Vargas-Murillo et al. (2024), 
which applied a Scopus-based literature 
approach in examining digital education 
strategies. The sources analyzed included 
scientific journals, books, and international 
proceedings published between 2020 
and 2025. Key references were selected 
purposively based on relevance, credibility, 
and novelty. 

Data collection was conducted through 
systematic stages. First, relevant literature 
was identified through academic databases 
such as Google Scholar, ScienceDirect, 
and Garuda using keywords related to 
digital literacy and citizenship education. 
Second, the literature was screened 
based on relevance, publication year, and 
accessibility. Third, selected sources were 
reviewed to extract key findings, methods, 
and conceptual contributions. 

Data were analyzed using qualitative 
content analysis, which involved data 
reduction, thematic categorization, and 
conclusion drawing. This process enabled 
the identification of key themes, including 
the role of digital literacy, media ethics, and 
civic responsibility. To enhance validity, 
source triangulation was applied by 
comparing findings from different contexts 
and countries. Overall, this methodological 
approach provided a comprehensive and 
systematic understanding of digital literacy 
as an integral component of citizenship 
education in the digital era. 

Results and Discussion 

The conceptual role of digital literacy in 
strengthening civic values 

Based on the analysis of various literature, 
it was found that digital literacy plays a 

central role in strengthening civic values in 
the era of technological disruption. The study 
results show that digital literacy is not merely 
the technical ability to operate technological 
devices, but also includes the ability to 
think critically, understand information 
contextually, and foster ethical awareness in 
using digital media. According to Saputra & 
Al Siddiq (2020), good digital literacy 
enables individuals to filter information 
wisely and prevent disinformation that can 
disrupt social stability. In the context of civic 
education, this ability is the foundation for 
developing digitally savvy citizens who 
are able to participate constructively in 
community life. 

Bećirović’s research ( 2023) also 
confirms that digital literacy has a strong 
moral dimension, as it encourages 
individuals to be responsible for every 
action and interaction in the digital space. 
This aligns with the view (von Gillern et al., 
2024) that digital literacy must be integrated 
into the citizenship curriculum so that 
students not only understand the concepts 
of democracy and ethics theoretically but 
also are able to apply them in everyday 
digital life. Thus, mastery of digital literacy 
can be seen as part of the character formation 
of ethical citizens who respect human values 
in the online public space. In this context, 
citizenship education plays a strategic role 
in building awareness that freedom of 
expression in cyberspace must always be 
balanced with social responsibility and 
empathy for fellow users. 

The  rapid  advancement  of  digital 
technology has fundamentally transformed 
the concept of citizenship from a conventional 
civic space into a digital sphere. In this 
context, digital literacy is no longer limited 
to technical skills but extends to civic 
competence, encompassing knowledge, 
skills, and civic dispositions. According to 
Habibah and Sapriya (2021), digital literacy 
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is an integral component of civic literacy 
that plays a crucial role in shaping globally 
competent citizens. This perspective 
emphasizes that citizenship education must 
evolve by incorporating digital dimensions 
as a new arena for civic engagement and 
participation. 

Technological disruption has introduced 
complex challenges to civic life, particularly 
concerning the decline of digital ethics. The 
wide spread dissemination of 
misinformation, hate speech, and 
cyberbullying reflects the gap between 
technological advancement and ethical 
maturity among users. Hamzah et al. (2025) 
argue that low levels of digital literacy 
significantly contribute to the rise of 
cyberbullying among adolescents. Similarly, 
Makassar and Habibah (2024) highlight that 
weak digital civility indicates insufficient 
ethical awareness in digital interactions. 
Therefore, digital literacy serves as a strategic 
instrument to address the ethical crisis in 
digital spaces by fostering critical awareness 
and social responsibility. 

From   a   citizenship   education 
perspective, digital literacy plays a vital 
role in cultivating civic virtue. Effective 
digital citizenship requires individuals to 
think critically, communicate ethically, and 
take responsibility for the information they 
produce and share. Fatmawati and Habibah 
(2023) explain that digital literacy includes 
the ability to evaluate information credibility, 
practice ethical online communication, 
and understand the social impact of digital 
activities. These competencies form the 
foundation of responsible and ethical digital 
citizens. 

Furthermore, Habibah et al. (2023) 
emphasize that the transformation of 
multicultural values in the digital era requires 
digital literacy as a medium to strengthen 
tolerance and inclusivity in increasingly 
diverse online communities. The integration 
of digital literacy into citizenship education 

is essential to address the demands of 21st-
century learning. One effective approach 
is through Global Citizenship Education 
(GCE), which promotes global awareness, 
active participation, and social responsibility. 
Anggaraini et al. (2025) demonstrate that 
integrating GCE into Pancasila education 
enhances students’ global awareness 
while reinforcing national identity. This 
finding suggests that digital literacy not 
only develops technologically competent 
individuals  but also  nurtures citizens 
who uphold national and cultural values. 
In addition, Maharani et al. (2024) argue 
that nationalism in the digital era can be 
strengthened through the meaningful use of 
technology aligned with civic values. Digital 
literacy as a form of citizenship education 
has several strategic implications in the era 
of technological disruption: 

1. Educational transformation: Education 
must shift from knowledge transmission 
to the development of critical awareness 
and ethical responsibility. 

2. Strengthening multicultural values: 
Digital literacy enables cross-cultural 
interactions that foster tolerance and 
inclusivity. 

3. Preventing social disintegration: The 
ability to critically evaluate information 
helps mitigate conflicts caused by 
misinformation and digital polarization. 

Thus, digital literacy becomes a key 
competency in preparing citizens to navigate 
the complexities of the digital age while 
maintaining social cohesion and national 
integrity. Digital literacy represents a 
contemporary form of citizenship education 
in the era of technological disruption. It goes 
beyond technical proficiency to encompass 
ethical awareness, critical thinking, and civic 
responsibility in digital environments. The 
integration of digital literacy into citizenship 
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education is essential for developing 
globally minded citizens who are critical, 
participatory, and grounded in national 
values such as those embodied in Pancasila. 

 
The implementation of digital literacy 
in citizenship education in the era of 
technological disruption 

The study also shows that digital 
literacy plays a crucial role in strengthening 
democratic awareness and social 
responsibility. Fenech & Zammit (2025) 
explain that digital literacy contributes to 
improving social well-being by fostering 
healthy digital behaviors, such as respecting 
others' privacy and avoiding hate speech. 
This research reinforces the understanding 
that digital literacy skills are not only about 
how someone uses technology, but also how 
they position themselves as active, critical 
citizens who care about the common good. 
Furthermore, Tejedor et al. (2020b) found 
that during the COVID-19 pandemic, the 
increased use of digital media in learning 
actually encouraged student engagement 
in digital citizenship activities, such as 
public discussions and social campaigns. 
This phenomenon suggests that the digital 
space can become a new platform for 
more participatory citizenship education, 
provided it is supported by good digital 
literacy. 

Furthermore, research findings (Asanza 
Romero et al., 2024) emphasize the importance 
of digital literacy-based pedagogical 
innovation in civics learning. Through a 
design thinking approach, civics education 
can be directed toward fostering students' 
reflective and creative abilities in solving 
social problems arising from technological 
developments. A similar point is also made 
by Bombardelli (2021), who highlights the 
link between digital literacy and lifelong 
learning. Digital literacy does not stop at 

technical mastery but must be continuously 
developed so that citizens can adapt to 
dynamic social changes. The results of this 
synthesis of various literatures indicate that 
digital literacy-based civics education is an 
adaptive solution to address the challenges 
of the disruptive era, particularly in terms of 
maintaining a balance between freedom of 
expression and ethical responsibility. 

In the Indonesian context, digital literacy 
is an urgent need given the persistent gap 
in understanding and practice of media use 
among the public. (Islamia & Rahman Arif, 
2024) found that the digital literacy skills 
of Indonesian students vary, particularly 
in terms of ethical awareness and social 
responsibility in the digital space. This 
finding demonstrates the need to integrate 
civic values into technology-based learning 
so that the younger generation is not only 
active users of social media but also able to 
become positive contributors in the digital 
space. Priwati & Helmi (2021) added that 
low digital literacy often leads to negative 
behaviors such as the spread of hoaxes and 
intolerance. In this context, civic education 
can play a role as a means of digital character 
formation by strengthening affective and 
moral aspects, not just theoretical knowledge. 
In other words, civic education must be able 
to instill ethical and truth-based "digital 
literacy" values. 

In  addition  to  shaping  individual 
character, strengthening digital literacy also 
impacts the quality of democracy and social 
life. According to Hrytsenchuk et al., (2024), 
the implementation of digital educational 
hubs has been shown to enhance citizens' 
collaborative, participatory, and collective 
awareness skills in civic learning activities. 
Similar results were found by Panjaburee et 
al., (2024),  who  explained  the  use  of    game 
-based learning can strengthen students' 
understanding of digital citizenship values. 
These two studies demonstrate that digital 
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technology is not always a threat to social 
values but can instead be utilized as an 
educational medium to strengthen active 
participation and national awareness. In this 
context, digital literacy is a crucial instrument 
in balancing technological advancement 
with civic character development. 

The literature synthesis also shows that 
strengthening digital literacy has significant 
practical implications for education. 
Practically, teachers and civics educators 
need to develop project-based learning or the 
Smart Mobile Civic approach, as proposed in 
a 2022 study. This model can help students 
directly practice civic values through digital 
activities such as social campaigns, online 
election simulations, or educational content 
creation. Furthermore, this approach helps 
students understand that digital literacy is 
not just technical skills but also a reflection 
of responsibility and moral awareness. In 
the long term, digital literacy-based civics 
education is expected to shape citizens who 
are socially active, critical thinkers, and 
uphold humanitarian values in digital life. 

Conceptually, the results of this study 
reinforce the view that digital literacy is one 
of the main pillars of modern citizenship 
education. Digital literacy acts as a bridge 
between technology and humanity, 
between freedom of expression and moral 
responsibility. Successful citizenship 
education is education that can integrate 
both in a balanced way. As emphasized by 
Vargas-Murillo et al., (2025), the development 
of digital literacy in education not only 
improves students' technological capabilities 
but also strengthens their critical thinking 
and social participation skills. Therefore, 
in the era of technological disruption, 
digital literacy can be seen as a concrete 
manifestation of citizenship education that 
is relevant, contextual, and oriented towards 
the formation of civilized, adaptive, and 
globally competitive citizens. 

Overall, this discussion demonstrates 
that digital literacy is not merely a response 
to technological advances, but a key strategy 
in reorienting civic education toward the 
digital society era. Unlike previous studies 
that tended to separate technological and 
moral aspects, this study positions them 
as complementary aspects in shaping 
the character of civilized and adaptive 
citizens. Digital literacy is not merely an 
individual competency, but also a reflection 
of the nation's collective awareness of the 
importance of ethics, participation, and 
social responsibility in the digital ecosystem. 
Therefore, civic education needs to transform 
into an interdisciplinary learning space that 
combines Pancasila values, digital ethics, and 
21st-century skills to produce citizens who 
are not only technologically savvy but also 
wise, humanistic, and globally competitive. 

 

Conclusion 

Based on the analysis of various 
literature, it can be concluded that digital 
literacy plays a fundamental role in 
realizing citizenship education in the era 
of technological disruption. Digital literacy 
encompasses not only technical skills in using 
information technology but also reflects 
ethical awareness, social responsibility, and 
active citizen participation in the digital 
space. Civic education in the 21st century 
must be able to adapt to technological 
developments without losing the moral 
and national values that form the basis of 
character formation. By integrating digital 
literacy into civic learning, students can be 
trained to think critically, select information 
wisely, appreciate differences, and foster 
empathy and responsibility in interacting 
online. Therefore, digital literacy can be 
seen as a concrete manifestation of the 
implementation  of  modern  citizenship 
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values relevant to the challenges of the era 
of globalization and digital transformation. 

The study also confirms that the 
success of civics education in the era of 
disruption depends heavily on educators' 
ability to develop interactive, participatory, 
and technology-based learning models. 
Educators no longer act merely as transmitters 
of information, but rather as facilitators 
who foster reflective awareness and ethical 
responsibility in students in the digital space. 
Therefore, educational policies are needed 
that encourage increased teacher capacity 
in digital literacy, particularly in the context 
of utilizing contextual and meaningful 
digital learning media. Furthermore, 
educational institutions need to build a 
healthy digital culture, where the values of 
courtesy, honesty, and responsibility are the 
foundation of every online activity. 

As a recommendation, further research 
can focus on developing digital literacy-
based citizenship learning models at various 
levels of education, including non-formal 
education and community settings. Future 
empirical research is also crucial to evaluate 
the extent to which digital literacy influences 
students' citizenship attitudes and behaviors 
in the digital space. Practically, the results 
of this study can serve as a reference for 
educators and policymakers in designing 
citizenship education programs that 
align with technological developments 
and the needs of a digital society. Thus, 
citizenship education serves not only as 
a means of learning national values but 
also as a platform for developing adaptive, 
critical, and integrated citizens in facing the 
challenges of the digital world. 
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